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Summary

• Overview ATNA Profile
• Use cases
• ATNA Actors
• ATNA Transactions
• Demo in Gazelle Security Tool 



Profile specified by IT-Infrastructure domain (ITI)
• Status: Final Text
• Documentation:
ohttps://profiles.ihe.net/ITI/TF/Volume1/ch-9.html
ohttps://profiles.ihe.net/ITI/TF/Volume2/ITI-19.html
ohttps://profiles.ihe.net/ITI/TF/Volume2/ITI-20.html

Glossary
• Audit logs: record of important events about system activity, data access or manipulation, especially

patient data.
• Node: Machine on a network, either local or internet.
Usage
• Describe security environment (user identification, authentication, authorization and access control) for

integrator to decide whether this product matches their environment.
• Defines basic auditing requirements.
• Defines communication of audit messages from secure nodes to audit record repository.
• Defines basic security requirement for network node communication.
• Defines secure application characteristics for products that are not able to meet all secure node 

requirements but are ready to be integrated in a secure node.
• ATNA is a cross-cutting profile, used to add a security layer on top of other IHE Profiles.
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Audit Trail and Node Authentication (ATNA)
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ATNA Actors and transactions : 
XDS.b example
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ATNA Actors and transactions : 
XDS.b example



oSecure Node (SN)
- Provides security and privacy (user authentication, secure communications, security audit recording

and security policy enforcement) for all software and services on that system. Security considerations
apply to all aspects of the system from hardware to user interface and communication devices.

- The secure node has security control over its entire stack.

The Secure Node shall
- Use Authenticate Node Transaction ITI-19 all network connections that may expose private information
- Provide authentication method to ensure for only authorized users access the Secure Node.
- Detect and report a Record Audit Event (ITI-20) for

- All activity-related events of the SN
- All transaction-related events of the SN

- ATNA Secure Node Actor must be grouped with CT Time Client Actor.
- System example : An ultrasound machine
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ATNA Actors



oSecure Application (SA)
Provides security and privacy (user authentication, secure communications, security audit recording

and security policy enforcement) for all actors and services grouped on that application/system. The
Secure Application is not responsible for the security aspects of its environment, such as the Operating
System or a database outside of its control. However, the security measures must be sufficient for the
product to be ready to be integrated in a Secure Node.

The Secure Application shall
- Use Authenticate Node Transaction ITI-19 for all network connections that may expose private

information
- Provide authentication method to ensure only authorized users access the Secure Application.
- Detect and report a Record Audit Event (ITI-20) for

- All activity-related events of the SA
- All transaction-related events of the SA

- ATNA Secure Application Actor must be grouped with CT Time Client Actor
- System example : Smartphone application

7

ATNA Actors
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Transaction ITI-19



Certificate Validation
• All nodes must be authenticated (Client and Server, TLS Mutual Authentication)
• X.509 certificates based on RSA key (1024-4096) are used to authenticate the nodes
• SN/SA shall be able to perform certificate validation based either

- on a chain of trust (CA), either
- on a set of trusted certificates.

Access Control
• On certificate validation failure, SA/SN

- May reject the communication, or
- May limit access to resources appropriate for unidentified party.
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Transaction ITI-19



Audit Record Repository (ARR)
- Receives event audit reports and store them.
- The Audit Record Repository shall support

- Audit transport mechanism SYSLOG over TCP+TLS and SYSLOG over UDP as specified in ITI-20.
- Reception of all IHE-specified audit message formats (Extensible)
- Reception of all SYSLOG RFCs compliant audit messages. ARR may ignore or process non-IHE

message formats.
- Local security and privacy service protection and user access controls.

ATNA Audit Record Repository Actor must be grouped with CT Time Client Actor.

Audit Record Forwarder (ARF)
- ARF is grouped with an ARR. Upon reception of audit messages by the ARR, the ARF may filter and

select some messages to forward to one or more other ARR.
- The Audit Record Forwarder shall

- Filter and forward messages as they arrived as described in ITI-20 and Syslog RFC5424
- ATNA Audit Record Forwarder Actor must be grouped with ATNA ARR and CT Time Client Actors
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ATNA Actors
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Transaction ITI-20
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ATNA Actors and transactions : 
XDS.b example
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ATNA Testing



Gazelle Security Suite (GSS)
- https://gazelle.ihe.net/gss
- Gather Security tools of Gazelle test bed

- PKI to get and generate certificates for testing
sessions

- TLS / SSL Simulators for SUT to verify their TLS
abilities

- Audit Message validation description (for all)
and setup (for test-designers)

- ATNA Questionnaires, for vendors to collect
proof of their ATNA abilities

- Syslog Collector, simulates a dummy ARR and
verify SYSLOG Protocol.
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Gazelle Security Suite (GSS)



Gazelle Security Suite, PKI
- Request a certificate
● With CSR or
● Without (key pair is generated by GSS)
- List pending certificate requests
● Can be accepted by administrator, or
● Automatically accepted
- List existing certificates
● List all certificates that have been
generated by GSS
- Testing Certificate Authority is usually given on
GSS home page, ask the Testing Session
Manager if not
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GSS PKI



Gazelle Security Suite, ATNA Questionnaire
Questionnaires available in Audit Trail menu
List all questionnaires
● Of your organization if vendor
● Any questionnaire if monitor/admin
Questionnaires can be
● Created (owner)
● Viewed (owner, monitor and admin)
● Edited (owner and admin)
● Reviewed (monitor and admin)
● Deleted (owner and admin)
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GSS ATNA Questionnaire



ATNA Questionnaire
Questionnaires contain meta information on the system

Questionnaires for SA have 5 tabs
● Inbound and outbound communications (2 tabs)
● Local authentication
● Audit Messages
● TLS Tests

Questionnaires for SN have a 6th tab
● To describe others protections of the node

17

GSS ATNA Questionnaire



ATNA Questionnaire, Audit Message tab
Differentiate implemented/non-implemented Audit Messages.
Sample should be uploaded and GSS will run the validation and compute the status
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GSS ATNA Questionnaire



ATNA Questionnaire, TLS tab
Test at least on TLS connection per outbound/inbound type (Syslog, HL7v2, HTTP, DICOM or Raw)
TLS Simulator links must copy in this tab, status is computed
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GSS ATNA Questionnaire



Gazelle Security Suite, TLS Simulators
TLS Simulators Client
● To test SUT Servers

TLS Simulators Servers
● To test SUT Clients
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GSS TLS Simulators
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GSS TLS Simulators
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GSS TLS Simulators
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GSS TLS Simulators
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GSS TLS Simulators
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Questions ?


